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Abstract

In today's world, oil refineries face many challenges that are of great importance to manage and face them
correctly. This research seeks to provide appropriate strategies to face priority risks in oil refinery
operations. This research is of a descriptive and survey type, and in order to analyze and identify risks and
strategies, the method of theme analysis (theme analysis) has been used. The statistical population of the
research includes 17 experts and specialists of the oil industry, whose data was collected through semi-
structured interviews. Sampling was done purposefully and according to theoretical saturation. Data
analysis was done using thematic analysis method and the results were extracted. The results of this research
led to the identification of 18 main categories and 62 sub-components related to the operation of oil
refineries. Among the priority risks identified are climate and environmental changes, technology and
innovation risks, cyber and security risks, economic and financial risks, and data and information
technology risks. Also, strategies to face these risks include strengthening refinery infrastructure against
natural disasters, testing and simulating new technologies, improving cyber security, creating financial
reserves for critical situations, and using new technologies to monitor and predict possible problems.
Different levels of risks in refineries include the most basic macro threats (level 1) to economic, political,
technological and logistical threats (levels 2 and 3) and detailed management of information and human
resources (levels 4 and 6). Also, levels 5 to 8 refer to risk management processes, strategic decision-making,
and detailed implementation of strategies to deal with risks. This research helps to improve the existing
knowledge in the field of risk management in this industry by providing effective strategies for risk
management in oil refineries. The results of this research can be the basis for designing management
strategies in refineries and other similar industries and help managers to identify and effectively manage
risks. This research can also be used as a basis for future research in the field of risk management and
performance improvement in oil and energy industries.
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